PowerShell-Active Directory Management

Active Directory (AD) management using PowerShell is a powerful and efficient way to manage
AD obijects, groups, users, computers, and other resources. Here's a summary of the administration

tasks you can perform using PowerShell, along with examples:

1. Creating and Managing Users

G EIERQYAINSM New-ADUser -Name "John Doe" -Enabled $true -

AccountPassword (ConvertTo-SecureString "password123" -AsPlainText

o Get all users: KerAa¥:\o]VEY=\g

D ULGEICERITS S Set-ADUser -Identity "John Doe" -Department "IT"

RN Remove -ADUser -Identity "John Doe"

2. Managing Groups

O GEICERRYEIOIE New-ADGroup -Name "IT Staff" -GroupScope Global

e Get all groups:

IV RINSCROE R Add - ADGroupMember -Identity "IT Staff" -Members "John

Doe", "Jane Doe"
G RO RINS S il nlER Il Remove -ADGroupMember -Identity "IT Staff"

Members "John Doe"

3. Managing Computers

O CEICERRTAdInDIE R [Jed New-ADComputer -Name "WIN10-01" -Enabled $true

e Get all computers: efIa\pIofe]\o]Iid-Te

D ULEICEERGnb ISRl Set-ADComputer -Identity "WIN10-01"

OperatingSystem Windows 10

DDA ISR ubliiill Remove -ADComputer -Identity "WIN10-01"

4. Managing OUs

NG CEICERGYAOIBE New-ADOrganizationalUnit -Name "IT Staff" -Path
"Ou=Staff, DC=example, DC=com"

DNEEINOINE Get - ADOrganizationalunit

Y VLR [SeR oW NOIOM Move -ADObject -Identity "John Doe" -TargetPath
"OU=IT Staff,DC=example, DC=com"




5. Managing Passwords

ISR RINO NI ERSYGE Set - ADAccountPassword -Identity "John Doe" -Reset -

NewPassword (ConvertTo-SecureString "newpasswordi123" -AsPlainText

e Unlock a locked-out account: [U[gR¥eYed’&:YoY:YoToTo]0 g}l X [=Yo ko R AVARAN fo]s [a MM Lo Y20

6. Managing Group Policy

e Get all group policy objects: efsiaeilo]ohL=Ies
B ENCINORGELNOISE New-GPLink -Name "IT Staff" -Target

"OU=Staff, DC=example, DC=com"

DS K- NCONIh'd Remove-GPLink -Identity "IT Staff"

7. Managing AD Replication

e Get all AD replication errors: i3V oI AR i Xel)| g de]e
e Fix an AD replication error: NI ERRgsIX-T AR XoL A Ke]y)

These are just some of the administration tasks you can perform using PowerShell for Active
Directory management. You can use various cmdlets to manage AD objects, groups, users,

computers, and other resources.
Note:

e Make sure you have the necessary permissions and access rights to perform these actions.

e Be cautious when modifying or deleting AD objects, as this can cause unintended

consequences.

o Use EISELIANM to get more information about each cmdlet and its parameters.
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